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ASP Management of Application Services.

This document outlines Application Delivery support for ASP hosted Application.

The Key Components of Applications Delivery are:  Application Software, the Server 
platform it executes on, Supporting infrastructure, Network Architecture and Bandwidth. 

While the application software is the core of the ASP model, the Supporting
Infrastructure insures the availability of the application to the Customers user 
Community. The Supporting Infrastructure manages all key aspects of the delivery
and availability. 
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Network Management

Most network management architectures use the same basic structure and set of relationships. End 
stations (managed devices), such as computer systems and other network devices, run software that 
enables them to send alerts when they recognize problems (for example, when one or more user-
determined thresholds are exceeded). Upon receiving these alerts, management entities are programmed 
to react by executing one, several, or a group of actions, including operator notification, event logging, 
system shutdown, and automatic attempts at system repair.

The ASP delivery model provides the following Network management.

• Performance Management
• Configuration Management
• Accounting Management
• Fault Management
• Network Security Management 

Performance Management
The goal of performance management is to measure and make available various aspects of network 
performance so that internet work performance can be maintained at an acceptable level. Examples of 
performance variables that might be provided include network throughput, user response times, and line 
utilization. Performance management involves three main steps. First, performance data is gathered on 
variables of interest to network administrators. Second, the data is analyzed to determine normal 
(baseline) levels. Finally, appropriate performance thresholds are determined for each important variable 
so that exceeding these thresholds indicates a network problem worthy of attention. Management entities 
continually monitor performance variables. When a performance threshold is exceeded, an alert is 
generated and sent to network management support.

Configuration Management
The goal of configuration management is to monitor network and system configuration information so that 
the effects on network operation of various versions of hardware and software elements can be tracked 
and managed.

Accounting Management
The goal of accounting management is to measure network utilization parameters so that individual or 
group uses on the network can be regulated appropriately. Such regulation minimizes network problems 
(because network resources can be apportioned based on resource capacities) and maximizes the 
fairness of network access across all users.
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As with performance management, the first step toward appropriate accounting management is to 
measure utilization of all important network resources. Analysis of the results provides insight into current
usage patterns, and usage quotas can be set at this point. Some correction, of course, will be required to 
reach optimal access practices. From this point, ongoing measurement of resource use can yield 
information used to assess continued optimal resource utilization.

Fault Management
The goal of fault management is to detect, log, notify users of, and (to the extent possible) automatically 
fix network problems to keep the network running effectively. Fault management involves first determining 
symptoms and isolating the problem. Then the problem is fixed and the solution is tested on all-important 
subsystems. Finally, the detection and resolution of the problem is recorded

Network Security Management
The goal of network security management is to control access to network resources according to local 
guidelines so that the network cannot be sabotaged (intentionally or unintentionally) and sensitive 
information cannot be accessed by those without appropriate authorization. A security management 
subsystem, for example, can monitor users logging on to a network resource and can refuse access to 
those who enter inappropriate access codes.
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Security Management

The goal of the ASP security management is to control access to Application and information resources 
according to local guidelines so that the Application data and sensitive information cannot be accessed by 
those without appropriate authorization. A security management subsystems monitors users logging on to 
the Application and denies access to those that fail or try to circumvent authentication.

The ASP delivery model provides the following Security management Process.

• Risk Analysis
• Risk Management
• Security Policies
• System Activity Review

Risk Analysis
The Risk Analysis implementation requires an accurate and thorough assessment of the potential 
vulnerabilities to the confidentiality, integrity, and availability of electronic protected information
general, a risk analysis can be viewed as:  The process of identifying potential security risks, and 
Determining the probability of occurrence and magnitude of risks.

Risk Management
Implements security measures sufficient to reduce risks and vulnerabilities to a reasonable and 
appropriate level. Risk management is the process used to identify and implement security measures to 
reduce risk. The measures implemented comply with Security Standards and Local security policies.

Security Policies
Implementation of industry standard policies and procedures for authorizing access to
protected information. Develop local security policies that fine tunes authorizing access to protected 
information by Manager, Group, and User. Network access policies are developed
based on roles, Management , Support, and Application access.

System Activity Review
The ASP Security Management Process standard also includes the Information System
Activity Review implementation specification. This required implementation specification states that 
Security must Implement procedures to regularly review records of information system activity, such as 
audit logs, access reports, and security incident tracking reports. Information system activity review 
procedures may be different for each security. The review procedure will be customized to meet each 
policies risk management strategy and take into account the capabilities of all information systems 
providing the Application delivery.
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Operations Management

Operations Management is responsible for the Production delivery of the ASP hosted Application.
Operations provides the day-to-day technical supervision of the ASP infrastructure and Application 
delivery. Operations provides the management and monitoring of all aspects of the production delivery.
Operations is the focal point for all support disiplens/delivery for Systems, Servers, Database, Security, 
Application, and Network. Operations develops, document’s, and implements processes and procedures, 
such as: Ouput Management, Job Scheduling, Backup and Restore, Network Monitoring/Management, 
System Monitoring/Management, Database Monitoring/Management Storage Monitoring/Management,
and Security Monitoring/Management. Operations is the management focal point for all ASP Support 
Specialist . The ASP Support Specialist are responsible for the daily production support. 

The ASP Operations Management is responsible for:

• Stable and secure ASP infrastructure
• Appliction delivery and avaliability (performance)
• Current, up to date Operational Documentation (run books)
• Application Management for a ASP’s Production system
• System and Server management, monitoring of computing resources
• Daily system checks
• Real-time performance and statistics monitoring
• System, Server, and Network OS Upgrades and Independent products
• First Level fault isolation and Trouble Shooting
• Application, System, and Server Housekeeping
• New product installation
• System/Server and subsystem reconfiguration
• Loading software Images and upgrades
• On site monthly/weekly/daily tape backups
• System/Server/Network Status reporting
• Failure Analysis reporting
• Technical Liaison with Customer

Stable and secure ASP infrastructure

Application delivery and Avaliability
High avaliability of the Application is the primary goal of Operation Management of the ASP.
To achive this, Operations Management implements Best Practices, provides best of breed
support personel, implements automation and scripting, continually monitors performance and
avalailbility and lastly implements a proactive approach to application performance evaluation.
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Operational Documentation
Operations Management maintains a Operational (RUN BOOK) that documents
all aspects of the ASP Application delivery. 

The Run Book: 
• Defines operations management in the ASP Server environment
• Describes service-level agreements and how they define operations management objectives
• Defines the operations management (OM) model and how it’s used to organize and operate the 

ASP operations environment
• Describes how to manage the Application delivery operations environment with an ASP’ 

perspective
• Documents monthly, weekly, and daily support for all computing resources 
• Documents all current System, Server, Software, Security, and Network configurations
• Documents all System, Server and Network startup’s and shutdowns
• Documents any additional operations management process/procedure/information

Application Support for the ASPÕs Production system:

 The following application support functions are performed by the ASP Support Specialist.

• Daily management, monitoring of Application resources.
• Real-time Application performance and statistics monitoring.
• Historical performance analysis and reporting.
• Application Software Upgrades.
• First Level fault isolation and Trouble Shooting. 
• Application Housekeeping.
• New Application installations and support.
• Application configuration. 

System and Server management, monitoring of computing resources:
The ASP Operational management process installs management Tools and Utilities for Application and
System monitoring. All monitoring tools are customized to monitoring specific System and Application
resources required for the Applications continued availability. Performance thresholds are established 
for Application, System, Database, and Network resources. Automated notification is established based
on resource threshold requirements and support responsibility. The ASP management model provides
proactive support tools to identify possible bottle necks in software, hardware, network, and security 
resources.  

Daily system checks: 
The ASP Support Specialist on a daily basis to perform routine system management. 

• Parsing system event logs for hardware and software problems/warnings
• Evaluation of system/server/network performance statistics
• Perform system/server/network resource maintenance
      (Application, Network Connectivity, Backup, Restores, Security, File storage, etc. )
• Operating system and Network evaluation
      (Linux OS, and Network OS updates  “Product release level evaluation”)
• Follow up on any outstanding or new system, server, network, and application issues 

Real-time performance and statistics monitoring.
Performance monitoring: The ASP system management support implements daily performance 
collections scripts/macros to run data collection on a daily, hourly or as needed basis. Remote 
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management tools are used to monitor performance thresholds for CPU’s  Memory, Storage and Network. 
Alerts are issued when performance thresholds are exceeded. The remote management tools installed to 
support the ASP delivery will alert the appropriate support specialist through monitoring stations or via 
page and email when performance thresholds are exceeded. Daily performance stats are moved to a 
database to provide historical performance statistics for evaluation and capacity management. 

System, Server, and Network OS Upgrades and Independent products.
OS upgrade evaluation and implementation performed by the ASP Support Specialist
provides:

• Evaluation of future OS releases on all computing resources based on Customer 
      requirements/needs.
• Asses OS and Independent product upgrade impact and provides the Customer
      with a report on recommendations and impact.
• Receive and install all new OS and product upgrades.
• Receives all OS release media ( Software Updates,  Server 
      CD/DVD, Network IOS files).  
• Create new OS release images with the latest recommended revision levels. 
       Release levels for Servers (Software Product Revision’s for Servers (Service Pack) and for
       Network OS (IOS files) are installed as need/directed/recommended to meet Customer’s
       application/business needs.
• All OS and Independent product upgrades will be scheduled based on business opportunity,
      impact, and Customer approval.
• Typically OS upgrades are scheduled during maintenance windows to minimize impact.
• All upgrades are coordinated with the Customer.  

First Level fault isolation and Trouble Shooting.
Problem resolution: The ASP Support Specialist delivering system/server management is to be the 
primary contact for platform hardware/software issues.

• Dispatch management i.e. making sure CE is on site and the correct hardware is
      replaced and system software as well as application integrity is restored.
• Dumping CPU memory content on software based CPU failures then reloading CPU
      and restoring application integrity.
• Notifying Operations management on problem description and resolution.
• Notifying Operation management about system integrity and operation impact when
      problems occur.
• Providing the Vender with CPU dumps description/symptoms.
• Follow-up on open Hardware/Software issues. Implementing work a-rounds and
      installing software fix’s, Updates, etc.
• The ASP Support Specialist will evaluate all Alert notification documentation
      (HOTSTUFF and SUPPORT NOTES) that may impact availability of the application
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Application, System, and Server Housekeeping:
Daily clean-up routines: The ASP Support Specialist will perform typical Clean-up routines.
  

• Backing-up and clearing daily application logs if required
• Backing-up clearing daily system logs if required
• Backing-up older system event logging
• Documenting any system resource configuration changes
• Clearing out system performance statistic files (measure)
• Performed any currently established system routines

New product installation:
Adding new product software to the system/servers: The ASP Support Specialist will performed 
as directed by Customer requirements documented in the ASP contract or contract amendment
any new OS or independent software products, installs, and configuration.

• A new OS image will be created if required by the new product installation and the
      system prepared and scheduled for cold load to new image.

• The new software product if required will be configured to Customer’s requirements and 
Specifications.

• Third party software products not requiring additional training will be installed using vendors 
installation guides. 

System/Server and subsystem reconfiguration: 
System hardware/software:

 The ASP Support Specialist responsible for System/Server management as directed by Customer
 requirements will configure/reconfigure OS software images to accommodate new hardware add-ons
 and subsystem configurations.

• A new OS image will be created if required by new hardware/software installation and the system/
      Server prepared for loading to the new image.

• The new hardware/software product if required will be configured to Customer’s requirements 
and Specifications.

The ASP Support Specialist will work with Customer to develop support and maintenance of the hardware 
product as it is configured into ASP’s production system environment.

Loading software Images and upgrades:
Image loading of the Servers:

The following apply to all Servers:
  
   The majority of OS release upgrades require an outage to change the OS level.
   Do not confuse this with a product upgrade. While OS releases require a cold load
   of the system and or server, product revisions generally do not. However if the
   product provides a resource to the application and Application outage may be
   required. 

   Any OS upgrade or product revision that requires a cold load of the ASP
   Production system will be scheduled and coordinated with the Customer
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   to minimize any impacted to there users and availability.

   Any product revision that requires an outage of an Application on the ASP
   Production system will be scheduled and coordinated with the Customer
   to minimize any impacted to there users and availability.

On site monthly/weekly/daily tape backups:
System/Application data file backup:
 
Archive processing is automated with the exception of physical media management. 
DataForce’s ASP facility team will provide the physical management, moving tapes to and
from the tape library to tape device, and boxing and shipping to off site archives. 

Backup of all ASP hosted systems will have daily, weekly and monthly backups performed. 

The ASP Support Specialist responsible for Operation delivery will verify daily that all
scheduled backups have been completed.  
   
System/Server/Network Status reporting:
Status reporting:

As part of the ASP management services, Operations Management will provide the Customer with a 
monthly Application Availability Status Report. The report will cover :

• Average System/Server Utilization (CPU’s, COMM, DISK)
• Application Utilization.
• Database Statistics.
• Network Utilization.
• Status/Tracking on any on-going system problem.
• Project status for on-going projects (New images, New software, etc.)
• Recommendations

 Failure Analysis reporting
Failure Reporting:

In the event of any failure resulting in the interruption of Application availability Operations Management
Will provide a Failure and Analysis report.  Customer can expect a report on the failure covering:

• Hardware/Software.
• Problem description.
• Problem status. 
• Problem resolution.

Failure analysis reporting will be provided on a case by case basis.
  
Technical Liaison with Customer:
The ASP Operations Management will perform as the technical Representative/Advocate on all 
Application, System/Server, Network related issues. This is performed in cooperation with Customer IT 
Management. The ASP Support Specialist for Operations delivery will attend by teleconference any 
required Customer meeting unless otherwise specified as on site by Customer’s request.
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Application Management
Application Management is primarily the management of application software release levels. Application 
delivery is performed by ASP Operations Management. Applications Management is also responsible for 
any application software failures and application performance issues that are a result of application code 
that impact availability. Application Management will work with the application vendor to provide a solution 
and or work around. In the case where the Customer provides the application and application code 
development, and the ASP provides the Application hosting, Operations Management will work with the 
Customer to provide a solution and or work around. 

Application Monitoring
Monitors all the components of an application to insure they are up and running and available. Monitor the 
traffic load on essential components in order to forecast delays as well as invoke additional processes to 
handle the overload if possible. Generate alert notifications when application components become un-
available and or response time does not meet established thresholds.

Application Configuration Management
Document, maintains, and applies current application configurations and configuration parameters. 
Documents and maintains users groups, users, and users access permissions. Documents, maintains, 
and applies application security. Documents, maintains, and applies changes to the application 
environment and environment structure configuration.
  
Application Performance
Collects and analyzes application performance statistics. Develop performance reports and updates all 
performance reporting mechanisms. Provides historical performance tracking and reporting. Documents 
and recommend performance changes. Provides application sizing, capacity planning and capacity 
recommendations (server and network upgrades).
 
Application Updates/Release Management
Release management is a software engineering process intended to oversee the development, testing, 
deployment and support of software releases. Release management usually begins in the development 
cycle with requests for changes or new features. If the request is approved, the new release is planned 
and designed. The new design enters the testing or quality assurance phase, in which the release is built, 
reviewed, tested and tweaked until it is ultimately accepted as a release candidate. The release then 
enters the deployment phase, where it is implemented and made available. Once deployed, the release 
enters a support phase.
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Application Problem Management
The application problem management process is intended to reduce the number and severity of incidents 
and problems on the business service application and report it in documentation to be available for the 
first and second level support. 

The problem management activities are:

• Problem identifcation
• Classify the application problem
• Document application problem into the tracking management process.
• Problem investigation and diagnosis.
• Targeting and assigning support action
• Providing problem information. How, when, and where the problem occurs.
• Tracking the problem from identification to solution
• Investigating and providing work around until solution/fix is implemented. 
• Providing support action
• Trend analysis
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Database Management
 Database Management will be performed by the ASP Support Specialist responsible for database
 support. The ASP Support Specialist will create, load, and maintain the database in support the
 Application requirements. The primary function of the ASP Database support specialist is to provide
 Database availability to the application and end user customer through monitoring, analysis, and
 maintenance.
 

Database Analysis
The Database Analyst's role is to direct, evaluate, review, and manage database resources and services 
across the application while ensuring high levels of data quality. This individual is also responsible for 
developing, implementing, and overseeing database policies and procedures to ensure the integrity and 
availability of databases and their accompanying software. Where required, the Database Analyst will 
design, install, monitor, maintain, and performance tune production databases. Database analysts design, 
develop and administer data management solutions using database management software.

• Database analysis and reporting.
• Collect and document user requirements.
• Develop and implement data administration policy, standards and models.
• Research and document data requirements, data collection and administration policy, data 

access rules and security.
• Develop policies and procedures for network and/or internet database access, usage, and 

backup recovery of data.
• Act a second level support regarding application and database issues.
• Trouble and resolve database and data problems.
• Develop and administrator disaster recovery plans.

Database Monitoring
Monitoring functionality provides both attended and unattended monitoring of the database environment. 
A defined and comprehensive set of performance and health metrics have been developed that allows 
monitoring of key components in the database environment. DBMS tools are in place to display an 
extensive set of predefined windows that provide an immediate global view of database activity and 
detailed performance metrics such as session/process activity, locks, batch contention, and file I/O.

Database Maintenance
Regular maintenance is essential for the smooth, successful operation of the application databases. This 
maintenance includes making backups to protect against data loss, performing consistency and integrity 
checks to ensure the data and indexes aren't corrupted, and regularly rebuilding indexes to help compact 
and defrag the data. Validating backup files, testing restore recovery, and moving expiring data to archive.  
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